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e o » | |P Configuration

Lab-1 adalah sebuah simulasi
konfigurasi dasar sebuah Router
Mikrotik yang akan digunakan di
jaringan local seperti Warnet,
Office, Kampus atau bahkan di
RT/RW-NET

X = nomor peserta

o Routerboard Setting

« WAN I[P

. Gateway

« LANIP

» DNS

» Src-NAT an
o Laptop Setting

- |IP Address

. Gateway

» DNS
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e o o | [LAB-1] Connect to Router

W

Internet Protocol Version 4 (TCP/1Pv4) Properties ﬂ

Matikan Wireless dan Interface
selain Ethernet (LAN) pada

General

You can get IP settings assigned automatically if your network supports

Iaptop this capability, Otherwise, you need to ask your network administrator
Settlng IP Manual pada |apt0p o S A Faeting.
Remote router dengan MAC () Obtain an IP address automatically
winbox @ ise the following TP address:
IP address: 192,168, X , 2
Subnet mask: 255 .255.255. 0
Default gateway: 192.168. X . 1
btain DNS server address automatically

(®) Use the following DNS server addresses:
Preferred DNS server: 192,168, X , 1

Alternate DNS server:

|| validate settings upon exit Advanced

OK Cancel
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e ¢ o | [LAB-2]Connect to AP

Ay Quick Set
1 CAPsMAN

# Interfaces

1 Wireless

Interfaces § mstreme Dual  Access List Registration Connect List Security Profiles Channels

V_‘XI I‘:I_ ?‘ ‘ CAP ‘ Scanner || Freq. Usage | Alignment | Wireless Sr

' Type LZMTU  (Tx |Rx
Interface <wlani >
General Wireless HT WDS Nstreme Advanced Status oK
Mode: .station >
: . Cancel
Band: |2GHz-BJG + :
: : : | | Apply
Channel Width: |20MHz | 3‘ m
Frequency: 2412 N, +  MHz
se1p: latmikrotik | S
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e o o | [LAB-2]Connect to AP*opt

Interfaces Nstreme Dual Access List Registration Connect List] Security Profiles §channels

=] 7]
e . _Iode Authenticatio. .. Unicast Ciphers Group Ciphefs |‘WPA Pre-Shared
default none
Security Profile <default> Of %
General RADIUS EAP Static Keys QK
Name: |default | Cancel
Mode: |dynamic keys * Apply
Authentication Types: [v/ WPaPSK [ | WPAZ PSK c
"I WPAEAP || WPA2 EAP o
Unicast Ciphers: (v aesccm || tkip Remove

Group Ciphers: v aesccm || tkip

WPA Pre-Shared Key:  bismillah
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e o o | [LAB-3]IP Setting

“Io Mesh
=7 Accounting . [ | T
e ‘ Addresses l. Address Network
Cloud
m] | New Address
: 110.10.10.X/24 OK Address: (192.168.X.1/24
Cancel Network:
Apply Interface: |ether
Disable
Comment
Copy
Remove
enabled enabled

Interface

OK

Cancel

Apply

Disable

Comment

Copy

Remove
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e o o | [LAB-4]Default Gateway

Routes  Nexthops Rules VYRF

) [ (@[3

\Dst. Address  / jGateway
P 10.10.10.0/24 wlan1 reachable
P 192.168.30.0... etherl reachable

NewRore

General | Attributes

Dst. Address: 0.0.0.0/0

|

Gateway: 10.10.10.100
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e oo | [LAB-5]DNS Config

“[5 Mesh DNS Settings =] E3
.~ MPLS I Dynamic Servers: ’ ‘ I Cancel
v/ allow Remote Requests r Apply
DHCP Server
—f || MaxUDP Packet Size: |40%6 [ static
Firewall Query Server Timeout: 2,000 s Cache
Query Total Timeout: 10,000 s
Cache Size: 2048 KiB

Cache Max TTL: |7d 00:00:00

Cache Used: 9

Jika mengaktifkan “Allow Remote Request” biasakan untuk proteksi dari Internet

Mikrotik Indonesia http://www.mikrotik.co.id 10-Nov-17



e o » | [LAB-6]Masquerade

“Ia Mesh Firewall

DRZ Mangle Service Ports Connections
" MPL! ' 34| (2| | T | | = Reset Counters ||

o 1
1

syt I | |Action [chain _[Src. Address |Dst. Address

New NAT Rule

General Advanced Bdle Action

Chain: |srcnat

Src. Address: v

Out. Interface: wian 7
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e e o | Troubleshoot

o Test ping dari Router ke Gateway (10.10.10.100)
» Jika error : Cek Wireless connection, Cek IP Address pada wlan1
o Test ping dari Router ke Internet (contoh: yahoo.com)
- Jika error : Cek DNS Server Setting
o Test ping dari Laptop ke Router Anda (10.10.10.x)
- Jika error : Cek konfigurasi laptop, Cek IP Address pada Ether1
o Test ping dari Laptop ke Gateway (10.10.10.100)
- Jika error : Cek Firewall - NAT
o Test ping dari Laptop ke Internet (contoh: yahoo.com)
» Jika error : Cek setting DNS pada laptop dan router

Cek koneksi Laptop secara menyeluruh (browsing, chatting,
download,dsb)

Mikrotik Indonesia http://www.mikrotik.co.id 10-Nov-17



